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Foreword

The German Security Management Academy is pleased to have commissioned this important study which provides a practical
description of the competencies modern security managers need in today's environment. As critical strategic partners within
their organisations, security managers deliver tangible added value in a continuously changing and globalised world.

We are grateful to EBS Executive Education of the EBS University of Business & Law, Egon Zehnder, the Horvath Academy
and the Association for Economic Security in North Rhine-Westphalia (VSW NW) for conducting this study and developing this
Competency Atlas. Valid competency models form a key component of a successful human resource development programme.
Consistently applied, they provide a valuable tool for tasks ranging from employee and executive staff selection through to
ensuring effective career management programmes. A robust competency model can also assist with retaining employees over
the longer term by highlighting career advancement opportunities. Correspondingly, this study outlines the hidden career
advancement potential that exists for security managers, but which has so far remained largely unexploited. Based on inter-
views with Chief Security Officers (CSOs) as subject matter experts and their experiences, this study identifies a comprehensive
competency profile for corporate security managers.

We would like to thank all who participated in this study for their time and the insight they gave into their challenging duties.
Only with the insight that we were afforded into the work of CSOs has it been possible to develop this Competency Atlas.

We commend this Competency Atlas to all those who have responsibility for the advancement of employees in their CSO
division and trust this will provide valuable stimulus for employee development.

Florian Haacke
Chairman of the Executive Board

Association for Economic Security in
North Rhine-Westphalia (VSW NW)
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Management summary

The internet, globalisation and the hugely increasing com-
plexity of worldwide business processes means that every
company is vulnerable in this day and age. The risks that
must be countered are becoming more multifaceted and are
changing at an ever faster pace. Volatility, insecurity, com-
plexity and ambiguity are having a steady impact on the
business environment. In terms of corporate security, the ob-
jective is no longer to simply combat individual, clearly de-
finable threats - it is now necessary to take a holistic ap-
proach to identify, respond to and manage security threats/
risks. It is no coincidence that today, there is a great deal of
focus on information security. Ensuring information security
means facilitating and safeguarding business in an environ-
ment of complex structures and highly variable influences.
As a consequence, the role of the Corporate Security Officer
(CSO) within the organisation is changing radically.

The question of what characterises a CSO arises in this con-
text. Which requirements and role models are found in prac-
tice, and what is the current trend? What competencies will
security managers in general - and a CSO in particular -
need to demonstrate in future? To answer these questions,
EBS Executive Education of the EBS University of Business &
Law, Egon Zehnder, the Horvath Academy and the Associa-
tion for Economic Security in North Rhine-Westphalia (VSW
NW), under the auspices of the German Security Manage-
ment Academy, have carried out a survey of 22 security of-
ficers from companies with operations worldwide.

The results indicate that current practice has generally not
yet caught up with the changing environment. This applies
not only to the area of corporate security (CS), but also - and
in particular - to the CSO. The role of the CSO is experiencing
radical change: developing from the original guardian of
physical corporate assets to a globally thinking business ad-
visor that assumes strategic management responsibilities
(see page 3 et seq. for more on this subject). This also means
that the requirements profile of the CSO is changing. In fu-
ture the CSO will primarily need communication, collabora-
tion and networking abilities. He must furthermore be capa-
ble of managing strategically, acting flexibly and adopting
an entrepreneurial approach (see page 4 et seq. for more on
this subject).

This Competency Atlas provides a detailed profile which sets
forth the competencies that are critical for the success of the
CSO of tomorrow. This profile is based on the Egon Zehnder
Competency Model, which defines the relevant competen-
cies required of an executive (see page 5 et seq. for more on
this subject). If we apply this model to the results of the sur-
vey, it becomes clear that there are three key competencies

modern CSOs must possess: results orientation, customer fo-
cus and team-oriented collaboration (see page 9 et seq. for
more on this subject). The Competency Atlas paints a clear
and comprehensive picture of this. It therefore offers valua-
ble orientation for defining a target profile that can serve as
a central point of reference for selecting and advancing the
career of a CSO.

Supplementing the study report, the Competency Atlas con-
tains two interviews which deal with the currently percepti-
ble changes and the demands placed on security officers.
The interviewees are Michael Sorge, Head of Corporate Se-
curity at Bayer AG, and Florian Haacke, Head of Group Se-
curity at RWE AG (see page 13 et seq. for more on this sub-
ject).
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Report on the results

1. Security-related general framework: New chal-
lenges facing corporate security

The threats against which companies must protect them-
selves are becoming increasingly complex. At the same time
they are also becoming less physical and tangible. The inter-
net, globalisation and the hugely increasing complexity of
worldwide business processes mean that practically every
company is increasingly vulnerable in this day and age. The
risks that must be countered are becoming more multifac-
eted and are changing at an ever faster pace. Every com-
pany, irrespective of where it is located in the world, can to-
day suffer damages caused through risks such as terrorism,
political instability and the growing scarcity of valuable re-
sources. However, the most far-reaching attack is aimed at
accessing corporate knowledge and know-how. Information
has now become an elementary part of creating added value
- a precious commodity for which protection is essential.

In view of these developments it is becoming clear that, in
terms of security and averting risks, we are no longer dealing
with the simple "bogeyman” of the past. It is no longer a
question of merely combatting individual, clearly definable
threats. On the contrary, such threats are becoming inter-
twined within a business environment that is characterised
by volatility, insecurity, complexity and ambiguity. Corre-
spondingly, a holistic approach must now be taken when
dealing with the field of security. Today, ensuring that infor-
mation remains secure means facilitating and safeguarding
the company's business in an environment of complex struc-
tures and highly variable influences. This means that corpo-
rate security (CS) departments will in future assume strategic
management responsibility.

Corporate security organisations must therefore undergo
rapid development to ensure they are still capable of oper-
ating successfully in view of the challenges outlined above.
As a consequence of this, the role of the corporate security
officer (CSO) within the organisation will also change. The
question of what characterises a modern CSO therefore
arises in this context. Which requirements and role models
are found in practice, and what is the current trend? What
competencies will security managers in general - and a CSO
in particular - need to demonstrate in future? How can we
find the right personnel... the right CSO? And how do we
ensure the CSO evolves his professional skills to meet the
ever-changing challenges?

2. What changes are taking place? - The design of
the study

To answer this question, the EBS Executive Education of the
EBS University of Business & Law, Egon Zehnder, the
Horvath Academy and the Association for Economic Security
in North Rhine-Westphalia (VSW NW) carried out an explor-
atory study at the end of 2014. This study surveyed 22 secu-
rity officers from companies with operations worldwide. A
series of semi-structured interviews were performed by two
people and the results were recorded by hand. Following the
interviews an interview record was compiled and the content
coordinated by both interviewers. The source material was
subsequently paraphrased where necessary, and statements
bundled. On this basis the material was openly coded in an
initial step and then, in a second step, coded using a scale-
based approach with reference to the Egon Zehnder Compe-
tency Model.

Unlike many medium-sized enterprises, large corporations
have long maintained dedicated security departments. They
have also been more intensively involved with the issue of
the skills that security managers will require in future. They
can therefore be considered as trendsetters and opinion
leaders.

This Competency Atlas presents the results of the study, sup-
plemented by the very latest expert knowledge based upon
practical experience. The purpose of the Competency Atlas
is to offer companies - and security officers in particular -
assistance and guidelines to help them solve the problems
outlined at the beginning. It discusses the profile of tradi-
tional CSOs and describes in detail the new skills the CSO of
the future will require. It was possible to translate the results
of the survey - in the context of the Egon Zehnder Compe-
tency Model - into a competency model for the modern CSO.
This model can be used to support the CSO in his everyday
duties - and in the development of his organisation in par-
ticular.
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3. Corporate security: Current and target

The current focus of corporate security varies depending
upon the prevalence of different factors. The key issues at
work here are:

= the underlying corporate structure,

m  the manner in which security is integrated into the or-
ganisational structure,!

= the history of group security within the organisation,

m  the personal commitment and background of the lead
security officer.

Furthermore, the business sector - including the statutory
framework conditions under which the respective company
operates - also has an influence on corporate security.

On the one hand, security departments exist which primarily
take a reactive and operational approach to their profes-
sional responsibilities. The focus here is placed on specific
security-related challenges that need an urgent solution
(“fire-fighting”). On the other hand, there are centralised
business units which are organised strategically and act in
an advisory capacity in the context of their professional re-
sponsibilities. Operational implementation is in these cases
(almost) completely outsourced to service providers or is the
responsibility of decentralised security departments or even
the business itself.

Particularly when considering the latter type of security de-
partment, the survey revealed a significant deviation be-
tween the current and target situations. This applies to five
core areas in particular:

m  Process integration and interfaces: Corporate security
is not yet fully integrated into the commercial decision-
making processes, despite the fact that it is still gener-
ally responsible for security governance. Integration
primarily entails stronger anchoring within manage-
ment processes - in the capacity of risk assessor or
“trusted advisor” - that are the responsibility of inter-
face partners such as Strategy, IT, HR, Legal, Commu-
nications, Finance, Risk Management and Procure-
ment.

m  Perception and acceptance: Corporate security is con-
sistently perceived throughout the company more as a
cost factor than as a value-added factor. Overall, the

1 Cf. Kestermann, C,, Langer, M., & Hartmann, A. (2014). CSO Top 100:
Konzernsicherheit in den TOP100-Unternehmen. University Campus Vi-
enna / University of Bremen School of Public Administration.

subject of security is not fully anchored to the full ex-
tent in the minds of employees throughout the com-
pany. But this is exactly the point that will matter in
future; because security is ultimately an issue that af-
fects each business unit and the company as a whole.
It is not the responsibility of a single department.

Globalisation: In many cases, robust corporate security
structures have not been implemented at foreign loca-
tions. This is partly because deploying qualified, trust-
worthy personnel in crisis-prone regions often proves
unpopular and difficult. Furthermore, there is no glob-
ally standardised definition of threat levels or the con-
cept of security; these are issues that are, under certain
circumstances, subject to a high degree of cultural in-
fluence. This not only has an adverse effect on corpo-
rate security in its function as advisor to the business
on the local security situation, it also negatively affects
the implementation of security policies and processes
in-country.

Qualification: Personnel qualifications and training do
not always meet the requirements demanded by mod-
ern corporate security in all locations. This applies not
only to internal and external security experts, but also
affects the strategic personnel at the security depart-
ments. For instance, while they must be well versed in
cyber security issues, it is equally necessary for them to
possess knowledge of internal company management
practices and business processes.

Budget and resources: Insufficient finances and re-
sources are often provided for corporate security. This
applies particularly to recruiting and retaining quali-
fied personnel - and to their ongoing (continuing)
qualification and training. This is partly due to the lack
of importance accorded to security within the com-
pany, but is also a result of poor representation of the
CSO at board level. In future, corporate security will
need to be promoted on the basis of user-oriented rea-
soning and relevant business cases.
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4, The Corporate Security Officer:
New fields of activity, new strengths

In relation to the questions of how they view the current po-
sition of the CSO and which changes are emerging in his role
and requirements profile, the interview partners were in
agreement. The function is currently undergoing radical
change. The new image of the corporate security officer can,
on the basis of the interview results, be outlined as follows:
The modern CSO is developing from the original guardian of
physical corporate assets to a globally thinking business ad-
visor who leads teams comprising employees from various
cultures, mindsets and qualification backgrounds. More than
ever, he must be capable of managing complexity on various
levels. He builds globally active security organisations (or-
ganisational complexity), controls processes across different
departments and sites (geographic complexity) and cooper-
ates with partners from various corporate divisions and hier-
archy levels (hierarchical complexity).

The modern CSO combines the roles of a controlling author-
ity, business partner and entrepreneurially-minded executive.
He maintains an overview of the global interrelationships
affecting his company's business activities and is aware of
the responsibility he carries for ensuring its success and se-
curity. In short, he defines himself as a senior executive who
possesses foresight and the ability to think strategically. He
is no longer satisfied with simply controlling day-to-day busi-
ness operations and defending against daily security risks.
On the contrary; he must think outside the boundaries of his
own company and beyond the present. Subject areas and
perspectives must be continuously expanded and new oper-
ating horizons opened up in the context of security.

Furthermore, the modern CSO must also possess a broad and
deep level of specialist expertise (technical/functional com-
plexity). Only in this way will he be capable of combatting
the increasing number of multifaceted risks and anticipating
new threat scenarios that have not been faced before. His
comprehensive level of knowledge also allows him to struc-
ture his organisation in an agile and flexible manner, such
that it is effectively prepared to face threat situations.

Alongside these complexities, increasingly multifaceted tan-
gible and intangible threats are arising in rapid succession -
and these must also be countered. The CSO must be capable
of flexibly dealing with such volatile, insecure, complex and
ambiguous situations. Without displaying a willingness to
change and a "multi-compatibility” capability, he will not be
able to navigate his way through the more complex future
environment.

The CSO will therefore increasingly take on the role of pro-
gressive thinker, change manager and navigator. As a com-
municator, networker and reliable advisor he manages the

issue of security in an environment of mutual cooperation
with the business, with the objective of ensuring that value
can be added to business processes on a sustained and sta-
bilised basis.

So what capabilities does a CSO need in order to be success-
ful in this environment? Where should his specific strengths
lie? The following four fields have emerged from the inter-
views:

= Communication: The CSO must not only decide what
needs to be done in order to avert security threats. He
must also be capable of presenting his decisions in a
convincing manner and persuading colleagues and
employees from various divisions, hierarchy levels and
nationalities of the necessity of the required changes.
He must furthermore create acceptance and awareness
of the issue of security among all employees.

m  Collaborating and networking: The CSO must have
built up a good network, not only within his own or-
ganisation, but also with other companies, authorities
and associations. As an “inclusive” person, he must op-
erate on a cross-discipline and cross-company basis. As
an empathetic facilitator, mediator and coach he must
be able to listen, promote harmony and find compro-
mises.

= Manage strategically, act flexibly: The CSO must be
capable of anticipating and evaluating developments
in order to be able to lead proactively and accumulate
forward-looking know-how. In so doing he must take
an interdisciplinary approach to thinking and network-
ing. The CSO must at the same time be flexible in his
thoughts and actions in order to be able to respond
rapidly and specifically to acute situations. He must be
capable of penetrating and managing complexities
and dynamics.

= Adopt an entrepreneurial approach: The CSO must
have a precise knowledge and understanding of his
company's business model. Only then will he be able
to effectively protect it. He must know what benefits
the business, what could damage it and where in
a business process security-related threats could lurk.
He must equally act as an entrepreneur within the
company. In other words, he must identify needs for
- and with - internal and external customers, develop
corresponding solutions for these needs, and drive
innovation.

Several further issues were also stated in addition to these
four core aspects. The most important of these however, re-
lates to the perception of the CSO within the company. Se-
curity managers in the traditional sense usually come from
the security industry or a public authority. They consider
themselves more as a control function than a manager. This
image is still prevalent today in many organisations. It is

5
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therefore necessary to change this traditional attitude and
establish a new image: the CSO as an entrepreneurially-
minded, trustworthy advisor with management competen-
cies and a role model.

5. Competencies, experience, potential:
Background

5.1  Formulating the skills required of executives

CEOs and executives must repeatedly evaluate the extent to
which a person is suitable to fill a (vacant) position within
their area of responsibility. This initially assumes that the re-
quired skills are precisely defined for the position in ques-
tion. Above all however, a methodology is needed that al-
lows the potential of a candidate to be assessed and his
suitability determined on the basis of objective criteria. Such
a methodology is the requirement for ensuring that a closely
focussed interview can be held, during which relevant as-
pects can be established with the minimum possible effort.

In the following we will first discuss the logic of the Egon
Zehnder Competency Model. Subsequently we will deal with
how this model can be applied to the role of the modern
CSO0.

This chapter can therefore serve as a guideline for this task.
It sets out to give the reader an understanding of the com-
petency model in general and the competency profile of fu-
ture security managers in particular. It is of course not possi-
ble through reading alone to obtain the tools required for
systematically querying and profoundly understanding the
competencies of a candidate during an interview. It is neces-
sary to undergo corresponding training and gain significant
experience. However a fundamental understanding of the
competencies and their application, as presented in this
chapter, is in any case extremely helpful when evaluating a
candidate.

5.2  How do you evaluate an executive?

If you want to evaluate the suitability of an executive for a
particular position, the very first task is to draft a clear pic-
ture of the requirements and specific challenges presented
by the job. This extends far beyond the scope of a purely
technical requirements profile, because the candidate’s per-
sonality and management style are the decisive factors
which determine his success in the respective position.

Another aspect must also be included here: The require-
ments of the job and the personality of the potential job-
holder must take the long-term corporate strategy into con-
sideration. What will be required of this position in future?
How could the future corporate strategy affect the role of

the jobholder? To what extent must he already possess char-
acteristics that qualify him for forthcoming changes? Ques-
tions like these must be answered here.

Opportunities and challenges
for the company -
internal and external

Decisive
experiences

—~—

Business strategy

Competencies Potenzial

Fig. 1: The business strategy defines the decisive experiences, com-
petencies and potentials that executives must possess.

5.3  Professional experience - a toolbox for opera-
tional activities

Once the professional and personality requirements have
been defined for the position, the next task is to appraise the
candidate's suitability. In order to be successful in a position,
executives primarily need the right competencies - in addi-
tion to the respective professional experience. Under certain
circumstances it is also necessary to demonstrate that the
candidate possesses the potential for future stages of devel-
opment. And if the (prospective) jobholder is still active in a
lower-level position within the company, it must be deter-
mined whether he has the potential for the step up into a
more senior role (cf. figure 1).

A candidate’s level of professional experience is normally
very straightforward to determine. Most interviewers also fo-
cus on this, because a candidate's experience can be quickly
gleaned from his curriculum vitae and is also relatively easily
“verbally queried” during an interview. Crucial indicators can
often be obtained by studying the application documents.
During the in-depth interview any unanswered questions re-
lating to the scope of duties and responsibilities and experi-
ential background can then be clarified.

Interviewers mostly assume that the extent to which a can-
didate will be successful in a future position can be derived
from his past professional experience. But this is a fallacy.
Professional experience is without doubt an essential re-
quirement in more operationally-related business areas. It
delivers a kind of “toolbox" needed to solve operational prob-
lems and confer the status of a credible partner on the job-
holder. However, professional experience provides no infor-
mation about management and leadership abilities - exactly
those attributes required for higher level positions. It is there-
fore necessary to draw upon further, more pertinent criteria
in order to determine a person's suitability for an executive
role: his competencies.
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5.4  Competency - the term and its history

There is no standard definition for the term "competency”. It
was first mentioned in academic literature in the 1970s.
Back then, David McClelland, a psychologist at Harvard Uni-
versity, published his first thesis entitled “Testing for compe-
tence rather than for ‘intelligence™.2 The concept behind his
thesis was derived from a study that McClelland carried out
during the course of appraising candidates for the American
Diplomatic Service. The results indicated that it was not pos-
sible to conclusively appraise a candidate's suitability solely
on the basis of his professional experience. It is instead nec-
essary to take a much wider spectrum of criteria into consid-
eration.

In 1982 Richard Boyatzis published “The Competent Man-
ager".3 This work defined for the first time the crucial com-
petencies that are necessary for a manager or entrepreneur
to be successful. In 1998 McClelland introduced his compe-
tency scales.

Towards the end of the 1990s Egon Zehnder developed a
standardised competency model for wider application in
commercial practice. The company went on to introduce this
methodology around the world for the purpose of evaluating
executives during the course of so-called management ap-
praisals. Zehnder has since continued to develop this model.
The competency model has not only proven to be conceptu-
ally consistent; it is also practically oriented and robust in its
application.

5.5  Competency as a suitability criterion

But what exactly is a competency? The Egon Zehnder Com-
petency Model defines it as a characteristic of a person that
influences his performance in a specific job, company or cul-
ture. More specifically, these may be:

m A characteristic trait - for example attention to detail,
= An ability - for example strategic thinking,

m A behavioural tendency - for example extraversion
(outward-looking) or introversion (inward-looking).

Characteristics of this type offer practically no information
about the professional abilities of a person. What they do
provide however, is a corresponding insight into that per-
son's management style. Competencies therefore reveal

2 McClelland, D. C. (1973). Testing for competence rather than for “intelli-
gence”. American Psychologist, 28(1), 1-14.

3 Richard E. Boyatzis. (1982). The competent manager: A model for effec-
tive performance. New York: John Wiley & Sons.

4 McClelland, D. C. (1998). Identifying competencies with behavioral-
event interviews. Psychological Science, 9(5), 331-339.

whether someone can be successful in their role as an exec-
utive - a decisive criterion for evaluating an executive.

Consider this example: Let us assume that a large company
wishes to reappoint its technical director. Frequently, the
company will give first consideration to promoting the most
technically competent employee in its development depart-
ment. Someone is needed who has worked at the company
for years, is fully acquainted with each individual product
and is passionate about finding the best technical solutions.
If we concentrate only on these criteria, it is highly probable
that the selected person will fail in his new role - because
the job of the technical director requires far more than
simply technical and specialist competence.

While the technical director does of course operate in a tech-
nical environment, he is primarily a company executive. A
large proportion of his duties concerns managing people,
creating an organisation - and leading it. His responsibilities
also include budgeting and financial planning, staff devel-
opment and advancement, managing the development de-
partments and many other similar tasks. On the other hand
however, assisting with product design or discussing de-
tailed solutions on the operational level are normally not
among the core tasks of the technical director - even if he
does need a thorough understanding of the technical details
in order to allow him to competently assess the capabilities
of his staff and the solutions they propose.

Among the higher management levels the focus falls on
quite different capabilities and behaviour patterns instead.
A "pure” developer would quickly find himself out of his
depth here, even if he is an expert in his specialist area. If
one had analysed his competencies it would probably have
become apparent at an early stage that, while he may be an
excellent technician, he may not necessarily be a good man-
ager - because he does not have the required management
and leadership competencies. Should he fail for this reason
it would amount to a double loss, because the company
would not only have to fill another vacant management po-
sition, it would also be deprived of a capable developer.
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5.6  The Egon Zehnder Competency Model

Competencies can provide information about a person's
management abilities. But what specific competencies can
be used to evaluate an executive?

Fi d-looki
U EICHEELE) Corporate management Staff management
management

m Strategic orientation m Team-oriented

collaboration and influence

m Results orientation

= Market knowledge m Customer focus

m Organisational
development

m Staff leadership

= Change management

Fig. 2: The three core competencies and eight competencies of the
Egon Zehnder Competency Model.

The Egon Zehnder Competency Model defines a total of
eight competencies that can be applied to each person in
every organisational context (see figure 2). These are divided
into three areas:

m  Forward-looking management: This includes strategic
orientation and market knowledge. Both of these core
competencies apply to all of the individual competen-
cies that have a future-oriented, strategic perspective.
They describe an executive's capabilities in terms of
planning the future and implementing the plan
through specific actions. The requirements for this are
strategic, visionary thinking together with conceptual
capabilities. In addition, a good knowledge of the mar-
ket and client environment is required in order to allow
business opportunities and strategic options to be
identified and evaluated.

m  Corporate management encompasses results orienta-
tion and customer focus. There are two key questions
here: How does the future executive implement con-
tent and results-driven leadership in his division and
how does this lead to success? And: How well devel-
oped is his market perspective so that the business can
grow?

m  Staff management applies to all aspects of leadership.
These include team-oriented collaboration, developing
organisational capability, staff leadership and change
management. In terms of the competencies in this
area, the key questions are how effective is a manager
as an executive, how does he deal with people and the
organisation and how does he manage to develop
these successfully?

5.7  Making competencies quantifiable

Once the individual competencies are known, three ques-
tions need to be answered:

= How can the strength of a respective competence be
determined for a candidate?

= What level of the respective competence can we expect
from a candidate?

= How well do the determined and expected levels
match?

In order to be able to answer these questions, Egon Zehnder
has introduced the scaled competency model already men-
tioned above. With the help of these competency scales, can-
didates can be appraised on the basis of absolute scales
thereby facilitating a comparison of the different candidates
(see figure 3).

Basic management
competencies

Further expansion - development up to
“world-class” competency

Transformative, driving
change, visionary competency

Reactive Active Proactive

= Understanding = Application of knowledge

= Endeavour = Corresponding development
= Mutual influence = Cooperation

= Willingness = Action

= Avoiding mistakes = Assuming responsibility

= Reacting = Involvement

= Improving
= Expanding existing
boundaries
= Inspiring
= Delegating
m Assuming risks
= Proactive approach
Egon Zehn

Fig. 3: Competency scales showing the reactive, active and proac-
tive tendencies

The model is based on the assumption that every candidate
can fundamentally be appraised on an absolute scale of 1
to 7. The competency scale is divided into three levels:

m  Thereactive level encompasses the basic management
competencies. Persons that are to be assigned to this
area behave in a reactive way. They react to instruc-
tions and guidance. They understand what is being de-
manded of them and endeavour to complete their
tasks as instructed and in a reliable and optimum man-
ner. In so doing, they attempt to deliver a consistently
high level of performance.

m  The active level is reached within a particular position,
assuming the person develops correspondingly. Per-
sons that are to be assigned to this area independently
apply existing knowledge, define their own objectives
and attempt - to the best of their abilities - to achieve
optimum results. They actively shape their area of re-
sponsibility and endeavour to expand it. At this level
we find preferred employees from mid and upper man-
agement who are capable of acting as responsible ex-
ecutives.
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m  The proactive level refers to people that set standards
with their competencies, thereby representing a bench-
mark. They continue forging ahead with the develop-
ment of their divisions, are transformational in their ap-
proach and expand existing boundaries to reach a new
and higher dimension. They achieve improvements so
far unknown, inspire others and are active on an over-
all much further-reaching level.

Application of this scale facilitates a more exact assessment
and helps prevent subjective evaluations. Figure 4 illustrates
this using the “strategic orientation” competency as an ex-
ample. The requirements profile of a head of strategy de-
mands a significantly higher level of the "strategic orienta-
tion" competency than is necessary for an operations
manager for instance, whose focus lies on the operational
levels of a factory. With a classification of between 2 and 3,
the factory manager could quite probably fall within the tar-
get range. On the other hand however, a significantly higher
level would be expected of the head of strategy. Once one is
aware of these interrelationships, is becomes easier to ap-
praise the suitability of a person for filling a certain position
and objectively discuss it.

Reactive Active Proactive
~_

Forward-looking

43 2
management
Corporate management 4 32
Staff management 80 5
4

100%

Fig. 5: Core competencies of the modern security manager (n=22)
on the basis of the Egon Zehnder Competency Model.

The figure demonstrates very clearly that the "corporate
management” competency - comprising “results orienta-
tion" and “customer orientation” - tends towards the proac-
tive end of the scale for the security officers questioned,
whereas the “forward-looking management” competency
- comprising "market knowledge" and “strategic orientation”
- on the other hand tends more towards the reactive end.
This may be surprising at first glance, but is explained upon
more detailed examination of the underlying eight compe-
tencies (see figure 6) and their development in line with the
change from traditional to modern CSO.

Relative: Scaled:
Classification of strategic orientation Strategic orientation in comparison

. Head of Head of Head of Head of Il Actual
Relative strategy Operations strategy Operations
7 7
Target
Exceeds E ] S E— 6
Fits 5 °
4 4
parly fis 3 N
y 2 p - «Target
1 1
Does not fit
0 0

Fig. 4: A more objective and precise comparison of people and posi-
tions with the assistance of scales.

6. The competency profile of the CSO: Customer, re-
sults and team orientation are the focus

The competency model described provides a foundation that
can be used to systematically identify competency require-
ments for the modern CSO. On the basis of an evaluation of
the interviews it was possible to translate - in the context of
the model -the described capabilities of modern security
managers into competencies. Figure 5 illustrates which char-
acteristics result on an aggregated level for the three core
competencies of forward-looking management, corporate
management and man management.

O Status quo @@ Competency profile of
the modem security
manager

Extent
Competency Description Small Normal Great
Long-term thinking, beyond the confines of one's own

Strategic Orientation e

A detailed external view and precise knowledge of the

Markt knowledge market

Focus on attaining results, supported by improvement

Results orientation e e e

Requirements of the customer at the focus of thoughts
Customer focus and actions
Successful cooperation with colleagues, partnersand |
other persons from various hierarchical levels in order to !
positively influence business performance !

Team-oriented collaboration
and influence

Longterm development of the capabilities of other
persons and the organisation, deriving enjoyment from
influencing others and advancing their careers

Developing organisational
capability
The capability of building and enabling empowered, well- |

coordinated and focussed teams within one's own
organisation

Staff leadership

Shaping transformations by means of people, and taking |
new, challenging approaches to modifying the H
orientation of the organisation

Change management

© Egon Zehnder 2015

Fig. 6: Competency profile of the modern security manager

The reactive tendency of the “forward-looking management”
core competency, with the individual competencies “strate-
gic orientation” and “market knowledge”, may appear irritat-
ing, since the global general framework and continuous ex-
pansion of the business demands a high degree of foresight
and strategic thinking from the modern CSO - as discussed
at the beginning. This relates primarily, however, to the area
of security. While it is for instance necessary to take internal
corporate developments and external developments into
consideration during the formulation of robust security strat-
egies, strategically developing the company as a whole is
not required. The perspective of the modern CSO will how-
ever be more strongly integrated into strategic corporate de-
cision making in future than has been the case to date. After
all, it is his task to create the basis for ensuring that the cor-
porate strategy can be successfully implemented in a global
context through security structures, guidelines and everyday
rules.
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In order to achieve this, the CSO must be capable of antici-
pating forthcoming developments in his sphere of responsi-
bility and analysing their effects on the company. This de-
mands an entrepreneurial thought process, good knowledge
of the business processes and the ability to discuss strategic
issues in the presence of - and on equal terms with - top-
level decision-makers. But at the same time the individual
“strategic orientation” competency takes on increasing im-
portance. For "market knowledge" the situation is different.
Here, itis in most cases only necessary for the CSO to possess
a general understanding of the (commercial) market in
which the company is operating. At the same time, detailed
knowledge of the security issues relating to the relevant (ge-
ographic) markets is of course imperative.

For the “corporate management” core competency the CSOs
who were interviewed most frequently exhibited proactive
tendencies, even though a security manager does not of
course manage the whole company, but primarily his divi-
sion. This corresponds with the self-perception of the security
officers questioned: They primarily consider themselves to be
service providers who create awareness and deliver practical
solutions - and that need to be viewed by others as compe-
tent partners.

In this context a CSO requires a clear focus on results: His
objective must be to intelligently transform business prac-
tices in order to achieve significant (security-related) perfor-
mance improvements. The issue here does not only involve
guaranteeing the security of employees and the material
and intellectual assets of the company, in order thereby to
fulfil his responsibility to the business. In constant dialogue
with the security community and the authorities, the CSO
must also be able to anticipate future developments in his
area of responsibility, analyse the effects these may poten-
tially have on the company and - by implementing future-
oriented security structures, guidelines and everyday rules -
create the basis for successfully implementing the corporate
strategy in a global context. His objective is to establish se-
curity as an inherent component of effective and efficient
business processes - not only on an operational level, but
also on a strategic one. This means that the CSO is increas-
ingly becoming a sparring partner who plays a significant
role in strategic corporate decision making.

But it's not only in the area of security where the CSO must
continuously create value-added for his clients' business. Pos-
sessing a fundamental understanding of the perspectives
and requirements of the business is therefore no longer suf-
ficient for the CSO. In order to be able to build a stronger,
long-term relationship with the business and, as a sparring
partner and service provider, develop business-related solu-
tions which the business itself would not have thought of,
he actually also needs a well-developed customer orienta-
tion. Only in this way can the CSO - on the basis of his deep

professional expertise in the business's sector and in the ge-
opolitical context - gain the capability of developing early
solutions to as yet unheard of threat scenarios and imple-
menting them in cooperation with the business. This can
also help him turn security into a unique selling proposition
(USP) for the business or even enable the business to market
its own products in the area of security solutions.

In the area of staff management there is a proactive focus
on the individual competency of “team-oriented collabora-
tion and influence”. The competencies “organisational devel-
opment” and “change management” are increasingly im-
portant to the CSO. Only with a strong competency in the
area of "team-oriented collaboration and influence” will the
CSO be able to create the conditions under which security
can actually be "practised” on a day-to-day basis across the
business units. This is because rules, guidelines and best
practices by themselves are not sufficient here. The security
officer must awaken awareness for the required behavioural
changes in each division and drive forward cross-divisional
collaboration. He will only be able to do this if he is in a
position that allows him to convince others of the necessity
of the required changes.

His knowledge relating to future challenges and changes,
together with his high degree of competence in organisa-
tional development, furthermore allows the CSO to expand
upon the professional and methodological capabilities of his
team in a systematic and future-oriented manner. The “staff
leadership” competency neither takes on greater im-
portance, nor should it be neglected. As a result of the or-
ganisational, geographic and professional/functional com-
plexity of his area of responsibility, the CSO must lead a
diversified team while at the same time being able to
strengthen the team's level of self-responsibility. “Classic”
command and control structures fall down here; instead, the
team must be capable of operating independently and driv-
ing forward innovative services.

The “change management” competency is acquiring increas-
ing importance. The modern CSO drives forward security-re-
lated change processes within the company and creates a
culture of acceptance for them. This also means that he iden-
tifies trends relating to security and prepares all of the rele-
vant divisions within the company for the corresponding
changes. To do this, he not only identifies requirements for
change in the organisation, but also brings about change in
others. He therefore acts as an "agent of change” within the
company. The CSO can only be successful in this task if he is
open to new ideas and views upheaval as a welcome chal-
lenge that has to be mastered and proactively managed.
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An overall assessment of the individual competencies high-
lights three particular competencies which stand out in par-
ticular as “spikes". These are "results orientation”, “customer
focus” and “team-oriented collaboration and influence”.
These then, are the three key competencies that characterise
the profile of the modern corporate security officer. It would
however be wrong to assume that the remaining competen-
cies are irrelevant to the CSO: they are simply of less signifi-
cance to achieving success than are the prominent “spikes”.
On the other hand, it would also be a mistake to assume
that an “ideal” competency profile would be characterised
by top ratings in all of the competency fields. This simply
does not occur in practice.

In actual fact, each individual has his own personal compe-
tency profile that usually exhibits irreqularities - and there-
fore “spikes”. In other words, each candidate offers his own
competency strengths and talents. In both the application
process and human resource development, the ultimate aim
is to give particular consideration to exactly those identified
competencies that are important for a particular position. A
good executive will always endeavour to deploy an em-
ployee in a position that matches his individual competency
profile. Similarly, where an individual's profile exhibits weak-
nesses, the executive will provide closely focussed support.

11
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Conclusion: The new world of
corporate security

In summary, the results of our investigation substantiate
three clear trends which are currently gaining increasing im-
portance in corporate security practice:

1. Diverse security issues are converging under the umbrella
of a single responsibility. Whereas corporate security previ-
ously concentrated primarily on the protection of physical
assets, personal protection and individual information secu-
rity issues, these days such clearly delineated fields of secu-
rity can no longer be determined. The protection of physical
assets, such as factory premises for instance, is receding into
the background, while protecting know-how and information
is turning into a challenge of ever increasing proportions in
the face of digitalisation. This has taken over as the primary
security issue. At the same time however, information secu-
rity can neither be clearly delineated from a technical per-
spective, nor can it be regionally confined - because the busi-
ness operations and processes are becoming increasingly
networked and multifaceted. The global division of labour
means that proprietary knowledge is now being globally dis-
tributed and open structures allow information to leak out.
Companies are therefore faced with the challenge of defend-
ing themselves against a range of diverse risks in the most
organisationally feasible manner, where such risks do not
converge in a single function (global risk convergence).

2.The CSO is becoming a business manager. In view of these
developments, a company's head of security will in future
require proven management competencies. In the context of
increasing organisational, geographic, hierarchical and tech-
nical/functional complexity, he must manage security on a
multi-disciplinary and cross-departmental basis. He must
also initiate and control change processes globally. A further
responsibility of the CSO is to assess the effects of corporate
strategies on security and to influence decisions relating to
such strategies. He can only successfully master these chal-
lenges if he is able to gain the acceptance and trust of his
staff and partners, both within the company and externally.
As a sparring partner and competent adviser he induces
them to support and drive forward new ways of thinking and
new processes.

3. The requirements profile for security officers is changing.
Security is no longer an asset in itself. It serves the business
that it is meant to protect and facilitate. The requirements
profile of a security manager - and the modern CSO in par-
ticular - therefore now attracts a strong corporate focus. This
means that future CSOs not only have to distinguish them-
selves with a much broader range of specialist skills than
before: In order to be successful, they primarily need a wide
range of additional management competencies - and must
be able to project a convincing leadership style.

12
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Management and competencies in corporate
security - in discussion with experts

Florian Haacke (CSO/Head of Group Security at RWE AG;
Chairman of the Executive Board of VSW NW) and Michael
Sorge (CSO/Head of Corporate Security at Bayer AG) report
on corporate security experience gained during business op-
erations and show how CS can create corporate values if it
is anchored in corporate management practices as a strate-
gic partner.

What management role do you consider yourself to hold
within your company as Head of Corporate Security to-
day?

Sorge: As Head of Corporate Security |, on the one
hand, promote and manage key security issues and ensure
that it is actually possible to implement them. On the other
hand - and this is how | understand my role as manager - |
am involved in developing the potential of my staff; not in
the sense of “they must all follow my lead”, but by promoting
their own profiles, responsibility , accountability and of
course, their competencies.

Haacke: The expectations that the Board places on the
Head of Group Security are identical to those expected of
top executives at other divisions within the group. Being an-
swerable for governance, | carry responsibility for the group-
wide specialist control and coordination function for security
issues. This supplements my existing disciplinary responsibil-
ity. In performing my job it is important to be proactive and
forward-looking. This allows me to address security issues
within the group - which have a strong impact on the busi-
ness - at the earliest possible stage and take a solution-ori-
ented approach to them.

In your opinion, what competencies do you currently
need to be successful as Head of Group Security at your
company?

Haacke: In my opinion, the ability to not only identify
and monitor permanently occurring changes in every com-
pany, but also to actively shape them is of particular im-
portance. Opportunities can be better leveraged by harness-
ing the expertise of the relevant specialised divisions of the
company and subsequently agreeing and communicating
them in a recipient-oriented manner.

Sorge: | also consider management and communication
competencies as the key characteristics required of a security
officer. Equally necessary are, however, also, project manage-
ment capabilities, intercultural skills and taking a solution-
based approach. Not to forget: flexibility and adaptability.

Nonetheless, | actually also consider classic specialist know-
how to be a fundamental requirement.

Let's dare to take a look ahead: What will the profile of a
CSO be in future? In what role do you see yourself as
Head of Corporate Security?

Sorge: Corporate security will become a competence
centre for company security executives - and the CSO is ulti-
mately responsible. Communication and management skills,
combined with the ability to embrace change will still be re-
quired of executives. However, they will also have to develop
new capabilities over and above these. Such capabilities in-
clude cross-sector thinking, the ability to leverage synergies,
collaborating with internal and external players, understand-
ing the cyber and virtual world and further developing stra-
tegic orientation. The CSO will no longer manage an organ-
isation in the classic sense - he will manage an intercultural
competency network.

Haacke: From my perspective the image of a CSO will
change significantly over the medium term. In this sense, we
will ourselves have to break down the conventional ideas
that are still prevalent in many companies. To achieve this,
the ability to work and communicate on a multi-disciplinary
and cross-departmental basis within complex enterprises, to
quickly internalise complex issues - not only in your own di-
vision - and to act critically, but also in a solution and re-
sults-oriented manner, are absolutely essential requirements.

What significant changes do you see when you compare
the key qualifications necessary for corporate security to-
day with those of tomorrow?

Haacke: The significance of professional qualifications
will not change and the importance attached to communi-
cative qualifications will continue to be very high. Further-
more, conceptual and methodological qualifications will be
extremely relevant in future. But greater emphasis is also be-
ing placed on corporate social responsibility. These days we
are not only concerned with what we deliver, but the ques-
tion of "how" we deliver it is taking on increasing im-
portance.

Sorge: | also think that communicative qualifications
will be extremely relevant in the future and | also expect to
see conceptual abilities and social responsibility becoming
increasingly important. In regard to professional qualifica-
tions | take a slightly different view in that their significance
will - when looking into the future - only decrease margin-
ally in comparison with today.
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What do these changes mean in terms of qualification
and competency profiles for you and your team?

Sorge: These changes represent a fantastic opportunity
for me and my team. They facilitate collaborative work,
shared learning and support as well as breaking down or-
ganisational boundaries within the company. Furthermore,
it is necessary to expand the competencies of ones employ-
ees, especially in relation to the international context and
the cyber and virtual world in particular.

Haacke: For us this primarily means that we consider
change to be an integral part of our activities. Lasting
change always begins by saying “I". The future qualification
and competency profiles described in the Competency Atlas
allow us to expand our focus - over and above further train-
ing in our own specialist area - and channel it systematically
towards other relevant competencies such as strategic think-
ing, team-oriented collaboration and change management.
This will certainly pay off over the medium term for the indi-
vidual security managers, for the team and for the company.

How should corporate security be positioned/should it
report directly in order to be effective as a business part-
ner?

Haacke: At RWE, security is anchored in top manage-
ment. This is also true of many other companies, where it has
been practised successfully for many years. For me this is an
indicator that many corporations have already recognised
the significance of the issue and the importance of the asso-
ciated management competencies, and have taken conse-
quent action. There may be other solutions, but the results
of the current Competency Atlas have convinced me that this
is the right direction to take.

Sorge: | agree with the positioning within the organisa-
tional structure. For me, the positioning represents the start-
ing point for the function of the CSO. It is paired with in-
creased responsibility and opens up modern corporate
structures to develop an up to date and efficient security
management system. Positioning yes - but the decisive fac-
tor is what we do with this.

What is your view of the changes taking place in corpo-
rate security in the context of medium-sized enterprises?

Haacke: The challenges facing small and medium-sized
enterprises - in particular the "hidden champions” - are
clear: They operate internationally, are sometimes more in-
novative than major corporations and therefore require par-
ticular protection in terms of know-how. Protecting them is
at the same time in the interest of major corporations whose
processes are increasingly networked with suppliers and ser-
vice providers on all levels. [ still consider that this is where
the greatest leverage exists for bringing about lasting
change and that this is the reason why it is also the focal

point for associations that champion security in the eco-
nomic sector.

Sorge: The significance of so-called medium-sized enter-
prises is undisputed and they will gain in importance in fu-
ture; for instance in the area of vertical integration, the sup-
ply chain and networked production. This is why security
loopholes at medium-sized partner companies will have a di-
rect effect on the respective major cooperation. This is not a
German issue alone - it is a global one. For this reason, a
global security system must not only have a vital interest in
maintaining high standards of security, but must also be
able to influence the quality of security service providers that
are often contracted by such companies. The current ongo-
ing discussion in Germany, regarding quality requirements
in the security service provider sector, precisely highlights the
fact that - in my opinion - politics have not become suffi-
ciently involved in the issue of corporate security. While it is
true that the coalition government in Germany has the sub-
ject of protecting the economy on its agenda, it is also abso-
lutely necessary for the issue of qualification and quality in
the security service provider market to be handled similarly.
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Partners in the study

Cooperation network: German Security Management Academy

The German Security Management Academy is a cooperation network of the Association for Economic Security in North
Rhine-Westphalia (VSW NW) and the Horvath Academy. The academy operates under the scientific leadership of Prof.
Ronald Gleich, professor at the EBS University of Business & Law. The programme leader of the German Security Manage-
ment Academy is Michael Sorge, Head of Corporate Security at Bayer AG. The academy regards itself as a thought leader
in its field. In addition to providing continued training formats it also offers courses and issues publications on security-
related issues.

Horvath Akademie

The Horvath Akademie is the continuing training provider of the Horvath & Partners Group. Acting as an interface between
theory and practice, the academy provides a wide range of continuing training solutions for companies and their employ-
ees. Open seminars, congresses and specialist conferences draw on a wealth of experience gained over many years. The
Horvath Academy, together with its clients, develops exclusively tailored in-house seminars for delivering continuing train-
ing within organisations. Our seminars employ a mix of teaching methods which demand a high degree of interactivity
and an exchange of experiences.

Egon Zehnder

Egon Zehnder is the leading consultancy for executive search and leadership services. Our clients include blue chip compa-
nies, medium-sized enterprises, family-owned companies and also government agencies together with well-known cultural
and educational establishments. Our services include executive searches and filling top management positions, executive
development, committee development and the appraisal of management performance and potential. We also provide our
clients with consultancy services in relation to prominent functional roles such as corporate security officers (CSOs). In
Germany Egon Zehnder has 50 consultants working at six sites. Globally, the firm employs 400 consultants in 68 offices
across 41 countries.

EBS Executive Education

Under the umbrella of the EBS University of Business & Law, the EBS Business School has been providing future manage-
ment talent with internationally oriented training since 1971. The close contact with the business world contributes to pro-
viding EBS students with an optimum mix of theoretical and practical training. EBS Executive Education offers a wide spect-
rum of continuing training courses - from internationally recognised Master's Degrees, through certificate programmes at
university level right up to tailored company programmes. Since 2010 EBS Executive Education has been offering the
successful Security Management certificate programme in cooperation with the German Federal Criminal Office.

The Association for Economic Security in North Rhine-Westphalia e. V. (VSW NW)

The VSW NW offers a cross-sectoral platform for exchanging information relating to the security-related challenges facing
private enterprises. The association promotes the prevention of crime with its extensive portfolio of services. Its members
include major corporations, small and medium-sized enterprises and companies in the security industry. The association is
a member of the public-private partnership "NRW Security Partnership Against Industrial Espionage and White-collar
Crime", together with the State Ministries of the Interior, the economy in general and the North Rhine-Westphalia Chamber
of Commerce and Industry. In carrying out its work, the Association for Economic Security in North Rhine-Westphalia solely
and directly pursues non-profit purposes.
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